
PD-9.0 Best Practices



PD-9.1 OpenZeppelin - upgrade

https://github.com/OpenZeppelin/openzeppelin-upgrades/tree/master/packages/plugin-truffle

https://docs.openzeppelin.com/upgrades-plugins/1.x/api-truffle-upgrades

• Initialize function instead of a constructor
• Don’t use variable initialization
• Constant is ok to use
• Also call initialize on parent contracts
• Use libraries that also support initialize

• Layout variables must stay the same

https://docs.openzeppelin.com/upgrades-plugins/1.x/writing-upgradeable

Npm install @openzeppelin/truffle-upgrades

https://docs.openzeppelin.com/upgrades-plugins/1.x/faq#what-does-it-mean-for-a-contract-to-be-upgrade-safe

https://github.com/OpenZeppelin/openzeppelin-upgrades/tree/master/packages/plugin-truffle
https://docs.openzeppelin.com/upgrades-plugins/1.x/api-truffle-upgrades
https://docs.openzeppelin.com/upgrades-plugins/1.x/writing-upgradeable
https://docs.openzeppelin.com/upgrades-plugins/1.x/faq#what-does-it-mean-for-a-contract-to-be-upgrade-safe


PD-9.1 OpenZeppelin Proxy deploy

https://github.com/web3examples/ethereum/tree/master/pat
tern_examples/Upgrade/contracts/Debug1.sol

https://github.com/web3examples/ethereum/tree/master/pat
tern_examples/Upgrade/migrations/2_deploy_contracts.js

Address of Debug1Contract: 0x97..
Doing some tests with the just deployed contract
Initialized with 42, X is now 42
Called function set(3), X is now 48

https://github.com/web3examples/ethereum/tree/master/pattern_examples/Upgrade/contracts/Debug1.sol
https://github.com/web3examples/ethereum/tree/master/pattern_examples/Upgrade/migrations/2_deploy_contracts.js


PD-9.1 OpenZeppelin Proxy upgrade

https://github.com/web3examples/ethereum/tree/master/patte
rn_examples/Upgrade/contracts/Debug2.sol

https://github.com/web3examples/ethereum/tree/master/patte
rn_examples/Upgrade/migrations/3_upgrade_contracts.js

Address of Debug1Contract: 0x97..
Address of Debug2Contract: 0x97..
Doing some tests with the just upgraded 
contract
Called function set(5), X is now 5
Called function set2(5), X is now 10

https://github.com/web3examples/ethereum/tree/master/pattern_examples/Upgrade/contracts/Debug2.sol
https://github.com/web3examples/ethereum/tree/master/pattern_examples/Upgrade/migrations/3_upgrade_contracts.js


PD-9.2 Proxy contract

https://github.com/web3examples/ethereum/blob/master/pattern_examples/proxy_storage.solhttps://blog.openzeppelin.com/upgradeability-using-unstructured-storage

https://github.com/web3examples/ethereum/blob/master/pattern_examples/proxy_storage.sol
https://blog.openzeppelin.com/upgradeability-using-unstructured-storage


PD-9.2 Proxy contract
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PD-9.2 Attention points with data 
contracts (delegatecall)

• Constructors don’t work

• Variable initializations don’t work  (constants do)

• Don’t change layout of variables 
• Don’t change order

• Don’t remove

• Don’t change type

• Only add varables at the end

https://docs.openzeppelin.com/sdk/2.6/writing-contracts

https://docs.openzeppelin.com/sdk/2.6/writing-contracts


PD-9.3 Modifiers

https://github.com/web3examples/ethereum/tree/master/pattern_examples/modifiers.sol

https://github.com/web3examples/ethereum/tree/master/pattern_examples/modifiers.sol


PD-9.4 Factory Contract

https://github.com/web3examples/ethereum/blob/master/pattern_examples/factory.sol

https://github.com/web3examples/ethereum/blob/master/pattern_examples/factory.sol


PD-9.5 Selfdestruct & Create2

https://github.com/web3examples/ethereum/tree/
master/pattern_examples/selfdestruct_create2.sol

https://github.com/web3examples/ethereum/tree/master/pattern_examples/selfdestruct_create2.sol


PD-9.6 Commit Reveal

https://github.com/web3examples/ethereum/tree/master/pattern_examples/commitreveal.sol

https://github.com/web3examples/ethereum/tree/master/pattern_examples/commitreveal.sol


PD-9.7 Send, Transfer, Call

https://diligence.consensys.net/blog/2019/09/stop-using-soliditys-transfer-now/

https://github.com/web3examples/ethereum/blob/master/pattern_examples/sendtransfercall.sol

https://diligence.consensys.net/blog/2019/09/stop-using-soliditys-transfer-now/
https://github.com/web3examples/ethereum/blob/master/pattern_examples/sendtransfercall.sol


PD-9.8 Publish source code

https://etherscan.io/verifyContract

https://tokenmint.io/blog/how-to-verify-
ethereum-smart-contracts-source-code.html

http://web3examples.com/ethereum/demo/Publi
sh_on_etherscan_and_interact.html

https://etherscan.io/verifyContract
https://tokenmint.io/blog/how-to-verify-ethereum-smart-contracts-source-code.html
http://web3examples.com/ethereum/demo/Publish_on_etherscan_and_interact.html


PD-9.8 Publish source code

https://ropsten.etherscan.io/address/0x55bdf798
60ca3a68d53171d3a3a2fa4696a16f61#code

https://github.com/web3examples/ethereum/tre
e/master/pattern_examples/verifysource.sol

https://ropsten.etherscan.io/address/0x55bdf79860ca3a68d53171d3a3a2fa4696a16f61#code
https://github.com/web3examples/ethereum/tree/master/pattern_examples/verifysource.sol


PD-9.8 Flatten source (for imports)

https://github.com/poanetwork/solidity-flattener

https://www.npmjs.com/package/truffle-flattener

https://marketplace.visualstudio.com/items?itemName=tintinweb.vscode-solidity-flattener

https://github.com/poanetwork/solidity-flattener
https://www.npmjs.com/package/truffle-flattener
https://marketplace.visualstudio.com/items?itemName=tintinweb.vscode-solidity-flattener


PD-9.8 Remix – Etherscan contract verification

https://etherscan.io/register

https://etherscan.io/register


PD-9.8 Truffle – contract verification

https://kalis.me/verify-truffle-smart-contracts-etherscan/

https://www.npmjs.com/package/truffle-plugin-verify

Note: doesn’t work 
well on windows

> npm install -g truffle-plugin-verify

> truffle run verify TestPublish --network rinkeby

Verifying TestPublish
Pass - Verified: https://rinkeby.etherscan.io/address/0x..#contracts
Successfully verified 1 contract(s).

https://kalis.me/verify-truffle-smart-contracts-etherscan/
https://www.npmjs.com/package/truffle-plugin-verify


PD-9.8 Publish Metadata Remix

https://solidity.readthedocs.io/en/latest/metadata.html

https://solidity.readthedocs.io/en/latest/metadata.html


PD-9.9 Publish source code play editor



PD-9.10 Register function names

https://www.4byte.directory/

https://www.4byte.directory/


PD-9.11 Source layout
In each source file:
1. Pragma statements
2. Import statements
3. Interfaces
4. Libraries
5. Contracts

For each interface/ library / contract
1. Type declarations
2. State variables
3. Events
4. Functions

https://solidity.readthedocs.io/en/latest/style-guide.html#order-of-layout

In each list of functions
1. constructor
2. receive function (if exists)
3. fallback function (if exists)
4. external
5. public
6. internal
7. private

https://docs.soliditylang.org/en/latest/style-guide.html#code-layout

https://solidity.readthedocs.io/en/latest/style-guide.html#order-of-layout
https://docs.soliditylang.org/en/latest/style-guide.html#code-layout


PD-9.11 Naming conventions

CapitalizedWords
• Contracts
• Libraries
• Structs
• Enums
• Events

mixedCase
• Functions
• Function arguments
• Variables
• Modifiers

UPPERCASE
• Constants

https://solidity.readthedocs.io/en/latest/style-guide.html#naming-conventions

https://solidity.readthedocs.io/en/latest/style-guide.html#naming-conventions


PD-9.11 More layout

https://solidity.readthedocs.io/en/latest/style-guide.html#

https://solidity.readthedocs.io/en/latest/style-guide.html


PD-9.12 Natspec

https://github.com/web3examples/ethereum/blob/master/solidity_examples/sol6_natspec.sol

https://solidity.readthedocs.io/en/latest/natspec-format.html#documentation-example

https://github.com/web3examples/ethereum/blob/master/solidity_examples/sol6_natspec.sol
https://solidity.readthedocs.io/en/latest/natspec-format.html#documentation-example


PD-9.12 Natspec Tags

https://solidity.readthedocs.io/en/latest/natspec-format.html

https://solidity.readthedocs.io/en/latest/natspec-format.html


PD-9.12 SOLC  (solidity compiler)

https://github.com/ethereum/solidity/releases

Download
Unzip
add to path

solidity-windows.zip

https://github.com/ethereum/solidity/releases


PD-9.12 Userdoc

>solc sol6_natspec.sol --userdoc

======= sol6_natspec.sol:Tree =======

User Documentation

{  "methods":

{   "age(uint256,uint256)":

{    "notice": "Calculate tree age in years, rounded up, for live trees"

}

},

"notice": "You can use this contract for only the most basic simulation"

}



PD-9.12 Devdoc

>solc sol6_natspec.sol --devdoc

======= sol6_natspec.sol:Tree =======

Developer Documentation

{ "author": "Larry A. Gardner",

"details": "All function calls are currently implemented without side effects",

"methods":

{ "age(uint256,uint256)":

{ "author": "Mary A. Botanist",

"details": "The Alexandr N. Tetearing algorithm could increase precision",

"params":

{ "rings1": "The number of rings from dendrochronological sample",

"rings2": "The number of rings from dendrochronological sample "

},

"returns":

{ "age1": "in years, rounded up for partial years",

"age2": "in years, rounded up for partial years // shown separately now"

}

}

},

"title": "A simulator for trees"

}



PD-9.13 Play editor

https://ethereum-play.github.io/editor-solidity/

https://ethereum-play.github.io/editor-solidity/


PD-9.14 Remix

https://remix.ethereum.org/

https://remix.ethereum.org/


PD-9.14 Tree.doc.md

https://github.com/web3examples/ethereum/blob/master/solidity_examples/Tree.doc.md

https://github.com/web3examples/ethereum/blob/master/solidity_examples/Tree.doc.md


PD-9.15 SafeMath

https://github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/math/SafeMath.sol

https://github.com/web3examples/ethereum/blob/master/pattern_examples/safemath_underflow.sol

https://github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/math/SafeMath.sol
https://github.com/web3examples/ethereum/blob/master/pattern_examples/safemath_underflow.sol


PD-9.15 Solidity 8

https://github.com/web3examples/ethereum/blob/master/pattern_examples/sol8_underflow.sol

https://solidity.ethereum.org/2020/10/28/solidity-0.8.x-preview

https://github.com/web3examples/ethereum/blob/master/pattern_examples/sol8_underflow.sol
https://solidity.ethereum.org/2020/10/28/solidity-0.8.x-preview


PD-9.15 Solidity 8 error handling

https://github.com/web3examples/ethereum/blob/master/pattern_examples/sol8_underflow.sol

https://solidity.ethereum.org/2020/10/28/solidity-0.8.x-preview

https://github.com/web3examples/ethereum/blob/master/pattern_examples/sol8_underflow.sol
https://solidity.ethereum.org/2020/10/28/solidity-0.8.x-preview

